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Alarm Management Description

Component

Alarm Management Service that receives analytics alarms from connected HVA

Server (AMS

) servers, stores the incoming alarms into a local database,
and sends the alarms to all connected Alarm Watch Stations.

Alarm Watch
Admin (AWA

Client application used to configure the AMS including

) adding, modifying, removing: HVA servers, alarm
acknowledgement states, alarm suspension rules, holiday/
exception date lists for alarm suspension, schedules for
alarm suspension, AMS users and their privileges, and
modifying system level configuration.

Alarm Watch

Station (AWS)

Client application used to view and manage all the alarms
from the HVA servers that the AMS is connected to. For more
information, refer to the Video Analytics V4 Reference Guide.

Alarm Watch Admin Alarm Watch Admin Alarm Watch Admin

|Alarm Watch Station Alarm Watch Station [Alarm Watch Station

Client PC Client PC

]

Alarm Management
Server (AMS)

Client PC

S

Alarm
DB

Network
(128 kbps or higher)

(Windows)

Alarm Watch Admin

Note The user must be assigned administrator permission to use
Alarm Watch Admin. The default administrator created during
installation of AMS has admin permission.

1. Start Alarm Watch Admin (Start > All Programs » Honeywell

Video Analytics » ActiveEye Alarm Admin).

2.  When prompted to log on (on first use), enter the hostname or IP

Note

address of the AMS on your network. Click OK.

Only one AWA application can connect to a single AMS at a
time.

Configure Servers

File  Help

Analytics Servers | Acknowled:

& ActivEye Alarm Waich Admin i

lgement States | Alarm Suspension Rules | Holidays/Exceptions | Schedules | Users | System setup |

[ Show deleted servers)

Add = Add an HVA server to the
Analytics server list.

Username Add

Edi Edit = Modify the properties of
an HVA server.
Delete Delete - Remove an HVA server

from the Analytics server list.

HVA Server Properties

!

Display name:
Hostname/IP address; ~
Part: | 18081 User-friendly server name
Connected to: localhost
Username:
\ |[PC name or IP address of HVA server

Passward: TCP port of HVA server host PC
Specific to Alarm Watch. Requires Live
View and Search permissions on HVA

[ o | Cancel ‘ server (see Configure Users).

Password for this user

-

On the Analytics Servers tab, click Add, then follow the illustration
above to configure each connected server.

2. Click OK. AMS attempts to connect to the server. On a successful

—P>

connection, the new server is added to the Analytics server list. e
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For more detailed inf

ormation, refer to the Video Analytics V4 Reference Guide.

To restore a deleted server, select Show deleted servers on the
bottom of the page, then click Restore. The server must be
running for the restore to succeed.

Manage Alarm Acknowledgement States

On the Acknowledgement States tab, you can view, add, modify, or

disable alarm acknowledgement states. Alarm acknowledgement

states are user-defined text that.can be associated with an

acknowledged alarm (for example; break-in [for an event], minor [for

an offence], false [for a nuisance alarm]). The figure below shows a

typical configuration.

1. Onthe Acknowledgement States tab, click Add, then type a text
string into the Alarm Acknowledgement State field.

2. Enable the item so that AMS users can assign this state to
selected alarms (see Acknowl/edge Alarms).

3. Click’OK. This acknowledgement state is now available to Alarm
Watch stations that connect to the same AMS.

E ActivEye Alarm Watch Admin

File Help

Analytics Servers  Acknowledgement States | Alarm Suspension Rules | Holidays/Exceptions | Schedules | Users | System setup |

Server deleted,

Arknnwlrdnement Stake | Fnahled Add
Werified Yes

J
[Es

Alarm Acknowledpment State Properties @

| Werified|

Alarm Acknowledgment State:

Enabled: ¥

0K Cancel

Connected ko:

Manage Alarm Suspension Rules

On the Alarm Suspension Rules tab, you can suppress reporting of
alarms from selected cameras. at specified times.

Note If the AMS . does.not support alarm suspension, the alarm
Suspension Rules, Holidays/Exceptions, and Schedules tabs

have all content hidden.

Each rule isiindependent of the others and any rule settings such as
dates, selected cameras, and scheduling may overlap other rules. An
incoming alarm is suspended (not displayed in AWS) if one or more
enabled rules apply to that camera at the time of the alarm.

1. To start the Add/Edit Suspension Rule wizard, click Add on the
Alarm Suspension Rules tab. The wizard leads you through
enabling a new rule, selecting a time or schedule for the rule, and
selecting the cameras to which the rule applies.

2. Click OK to add the new rule to AMS.

Expired and disabled rules are grayed out on the Alarm Suspension

Rules tab. You can re-enable expired rules by editing the rule,

modifying the Time Specifier, and then clicking Refresh.

Manage Holiday and Exception Date Lists

On the Holidays/Exceptions tab you can view, add, edit, and delete
named holiday and exception date lists .

[ ActivEye Alarm Watch Admin [ m]
Fie Help
Analytics Servers | Acknowledgement States | Alarm Suspension Rules Holidays/Exceptions \ Schedules | Users | System setup |
e
" ) . S
o Add = Define a new holiday/exception list
from scratch.
] Clone = Make a new list from an existing list.
et . . ; L
Edit = Modify a holiday/exception list.
Delete Delete - Remove one or more lists.
Dats 12/26/2010 -~
12/27/2010
12/28/2010
12/29/2010
12/31/2010
i veme: [fered
12/26/2011
12/27/2011 Type: Exception >
12/28/2011
12/29/2011
12/26/2010
120 v R e |
12/28/2010
12/29/2010 Sun Mon Tue Wed Thu Fri_Sat
12/30/2010 12 3 4
12/31/2010 5 6 7 8 9 10 11

1/1/2011 12 13 14 15 16 17 18

12/25/2011 19 20 21 22 23 24 25

12/26/2011
12/27/2011
12/28/2011
12/29/2011 TDToday: 6/2/2010
12/30/2011

12/31/2011 .
‘Add Selected Date

ok Cancel

Manage Schedules

On the Schedules tab you can view, add, edit, and delete schedules.

On this tab you:

*  Provide a user-defined name that uniquely reflects the purpose of
the schedule.

*  Select (ON) or deselect (OFF) cells in the Time/Day grid to indicate
the time(s) of week day or holiday that alarm suspension will be
ON. Each cell represents a single hour for a single day of the week.



Configure Users

On the Users tab, you can view, add, edit, and delete AMS user accounts
and assign permissions.

User Permission Type
Task Admin ||View Live Modify Search
Alarms Alarm State
Configure AMS » - 13 -
View live alarms - » » »
Acknowledge alarms, - - » S
modify alarm state
Search alarms in AMS - - S »
database

Manage Database Properties

On the System setup tab, click Database Properties to set how AMS
handles alarm records and when to run daily maintenance. Click OK for
your changes to take effect the next database maintenance time.

Field

Description

Min Free Disk
Space

If the available disk space falls below this minimum
amount (default is 1 GB), AMS automatically begins
deleting records, starting with the oldest records.

Keep Records
up to

The number of days AMS keeps the alarm records
(default 60 days).

Database
Maintenance
Time

Time when the AMS database runs its daily
maintenance (default is 12 A.M.), preferably when the
system receives the fewest alarms.

Alarm Watch Station

Use this application to monitor real-time alarms from Analytics servers.

Start the application (Start » Honeywell Video Analytics > ActivEye
Alarm Watch Station), then log on.

Note Only one instance of AWS may run at one time.

T3 ActivEye Alarm Watch Station

File view Help

Latest Alaim

Live (63 unacknowledged slaims) ‘

Field

[ larm Information

DatefTime

Server

Camera

Event

Severity
Classifcation
Acknowledgement
Last modiied at
Last modiied by
Comment

25/03/2009 11:36:55
i

FrontLobby

Persanlaitering in restricted zone
s

Defaul:

Alarm Fiker

Filter By Current Selection
Adoledgement Al
Classfication Al
Evert Al
Server Al
Severity Al

Edit Fiker Enh

Selected Alam
DatefTime:  25/03/2009 11:07:00
Server 16-ch Analog Briarclff

Camera: Camera 1

Evert: Person lokering n restricted zone
Severty: 5

Classification: Revien

Al List (4843 alarms

e——

DatefTime

[

[Comsra  [event

25(03(2009 11:14:12
25/03/2009 11:13:56
25/03(2009 11:13:55
25/03/2009 11:13:44

25/03/2009 11:13:29
25/03(2009 11:13:28
25103/2009 11:13:27

i
I
i
i
i
I
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25/03/2009 11:13:22
25/03/2009 11:13:21
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25/03(2009 11:11:22
25/03(2009 11:10:57
25/03(2009 11:09:42
25/03/2009 11:09:42
25/03/2009 11:09:33
25/03/2009 11:09:33
25/03(2009 11:06:42
25/03/2009 11:08;

25/03/2009 11:06:25
25/03/2009 11:06:21
25/03(2008 11:06:17
25/03(2009 11:06:16

25/03/2009 11:06:14
25/03/2008 11:06:07
25/03(2009 11:06:07
25/03/2009 11:06:05
25/03/2009 11:06:04
25/03/2008 11:06:00
25/03(2009 11:05:59
i e

i
I
I
I
25/03/2009 11:06:15
i
I
I
i
I
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oYM

DY
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25/03/2009 11:13:25 DM
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DY

DM
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24-ch Analog Briarcliff
24-ch Analog Brisrcliff

DM
4ch TP viden
24-ch Analog Briarcliff
24-ch Analog Brisrcliff
4-chIP video

2
E]

DM
DM
DM
DM
DM
DM
ram

[ severity | Classification | Modfication a e
IRCamera Cbiject entered restricted zone Revier

Comerald  Object trespassing line
Camera2 Objet trespassing line:
Comeral0  Object trespassing line

IRCamers  Ghject entered restricted zone
IRCamers  Object started moving in wrong di...
IRCamers  Object entered restricted zone

Camera s Objet trespassing line:

IRCamers  Ghject entered restricted zone
Comeral8  Object entered restricted one

Comerall  Object respassing line

IRCamers  Object started moving in wrong di...
IRCamers  Ghject entered restricted zone
IRCamers  Object entered restricted zone
IRCamers  Object entered restricted z2one
IRCamers  Object entered restricted zone
IRCamers  Ghject entered restricted 2one
IRCamers  Object entered restricted zone
Comeral7  Object entered restricted zone
Comerall  Object entered restricted zone

Camera 1 Object trespassing fine:

IRCamers  Object entered restricted zone
3

IRCamers  Object started moving in wrong di.
Camera 3 Object entered restricted zone
Comeral7  Object entered restricted zone
Camera 6 Object entered restricted zone
Camerad Object entered restricted zone
IRCamers  Object started moving in wrong di.
IRCamers  Object started moving in wrong di.
IRCamers  Object started moving in wrona di.
IRCamers  Object entered restricted zone
IRCamers  Object entered restricted zone
IRCamers  Object started moving in wrong di.
IRCamers  Object entered restricted zone
TR Amers bieet skarkert movine in e
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Revisny
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Reviery
Revisny
Reviery
Revisry
Revisny
Revisny
Revieny
Revisry
Review
Review
Review
Review
Review

Revien
Revien
Revien
Revien
Revien
Revien
Revien
Revien
Revien
Revien
Revien
Revien
Resien
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AWS Area Description
Live tab The total number of unacknowledged alarms
header

Latest Alarm

Detailed information of the latest live alarm as it is
received.

Alarm List

All alarms from the user-configured duration

(maximum 5,000). Can be:

* Unfiltered (default)

* Filtered (must be enabled): Displays a subset of
alarms that match the current filter criteria.

Alarm Filter

The current filter criteria which can be edited and
enabled/disabled based on alarm fields. Allows for
partitioning monitoring tasks based on specific,
different, subgroups of Analytics servers.

Selected Detailed information of currently selected alarm(s).

Alarm Acknowledge selected alarm(s) by assigning the
alarm classification, acknowledgement state, or
adding a comment.

Status bar The current AMS connection status. For detailed

status of all Analytics servers, select View » Status.

Video Analytics V4 Alarm Management Quick Reference

Configure AWS Preferences
To set how you want Alarm Watch Station to handle alarms, select View
» Configuration. Use the following table to set your preferences.

Field Description

Enable Audio  An audible confirmation when live alarms are
Alarm received

Hide Hides all Dismissed alarms from the Alarm List.
Dismissed
Alarms Note This affects the default Alarm Filter setting.

Exempt Filter  Allows the latest alarm to always display, regardless
Rule for Latest of the alarm filter settings when the filter is enabled.
Alarm

Maximum The maximum number of alarms to be displayed (up
number of to 5,000). This limit includes all alarms that have
alarms been dismissed, whether hidden or not.

Show Alarms  The default time period for the past alarms to be
for displayed. Options are:

Today only: Current day’s alarms display.

The last [number of] days, starting [at a specified
time]: Alarms since the specified time and for the
specified number of days display.

The last [number of] hours: Alarms display for the
specified number of hours.

The last Alarms display since the last number of specified
number of hours.
hours

View Alarm Suspension Rules

To view alarm suspension rules, select View » Alarm Suspension
Rules. Rules can only be changed in Alarm Watch Admin (see Manage
Alarm Suspension Rules).

Acknowledge Alarms

To acknowledge an alarm, you must assign an alarm classification or
modify an alarm acknowledgement state.

1. Select an alarm(s) in the Alarm List (see the Alarm Watch Station to

the left).

Selected Alam 1
DatefTime:  3/5/2009 15:39:39 )
Server: 137.19.209.48
Camera: Camera 2
Event: Object entered restricted zone
Severity: 4 (
Classification: Default j

Acknowledgement: Critical

Comment:

a. Inthe Classification drop-down list, select one of the options:

Option Description

Default Default classification for new alarms.

Dismissed Alarms are hidden from the list (see Configure AWS
Preferences).

Review Alarms have priority above Dismissed and below
Critical.

Critical Alarms have highest priority and display in red.

b. To assign alarm acknowledgement states in the
Acknowledgement drop-down list, alarms must first be
defined in AWA by the admin user (see Alarm Watch Admin).
Options are: Dispatched, Investigated, Modified, and Verified.
The user who acknowledged the alarm and the
acknowledgement timestamp also display in the Selected
Alarm area, under the Comment field.

c. Add acomment (maximum 250 characters) in the Comment
field as desired.

2. Click Apply. Acknowledged alarms display in (see Alarm
Watch Station to the left).

Honeywell
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