Computer Interface Protocol

General

This document describes the electrical and protocol specifications for the Ademco RS-232 interface port to any PC to allow home control systems to obtain status information from the Ademco security panel on a real—time basis.  In addition, limited control of hardware devices connecting to the Ademco panel will be allowed from home control systems.  Any PC connected to the RS232 panel output can be used to communicate with the panel.  Connection from the panel's RS232 output to the computer may be via a VA8201, Ademco's 4100SM Interface Module, or other appropriate RS232 H/W interface module available from Ademco. Any software capable of sending ASCII strings through a PC’s COM ports may be used. 

Signaling Specifications

This application uses only GND and the TxD and RxD signals. The DSR signal is used by the VA8201 if it is installed. TxD and RxD are used in their normal context.  The panel ignores all handshake lines when sending data so that connected equipment must be capable of receiving continuous 1200-baud data.  The VA8201 sets the computer's DSR signal false when communicating with the panel.

Communication settings should be 1200-baud, 8 data bits, no parity, and one stop bit.  Logic levels at the computer interface are per standard RS-232.

Error Checking

This release does not contain any error detection and re-transmission protocols. It should only be used where the data link is 100% reliable. 

Messages

With the exception of the message terminator, CR-LF, all characters are printable ASCII. 

Packet Format

Data packets both from a PC to the panel and from the panel to a PC use the following format.  Note: All hex values are entered in upper case only.

NNMSD…00 CC (CR-LF)

Packet Length

NN 2 ASCII characters, length of packet including all characters but CR-LF at the end of the packet. Legal values are hex 00 to FF. Permissible characters are ASCII 0-9 and upper case A-F.

Message Type

M 1 ASCII character, message/packet type ID. These are upper and lower case alpha characters. Lower case is used for commands to the panel and upper case is used for responses from the panel. Allowed values are a-z and A-Z.

Sub-Message Type

S ASCII character, sub-message/packet type. These are upper and lower case alpha characters. Lower case is used for commands to the panel and upper case is used for responses from the panel. Allowed values are a-z and A-Z.

Data

D… 0 or more ASCII characters of data associated with the command/packet type. Any printable ASCII character is permitted.

Reserved

00 Two ASCII characters, reserved for future development. The only currently legal character is 0 (numeric zero).

Checksum

CC 2 ASCII characters, 2-digit checksum. This is the hexadecimal two’s complement of the modulo-256 sum of the ASCII values of all characters in the message excluding the checksum itself and the CR-LF terminator at the end of the message. Permissible characters are ASCII 0-9 and upper case A-F.

Terminator

(CR-LF) Message terminator. ASCII characters consisting of hexadecimal 0x0D and 0x0A.

Arm and Disarm Messages

You can use the PC to arm and disarm the panel and to query the panel’s arming status. For Arm and Disarm messages the data field DDDDDD consists of the two-digit User Number (01-32) followed by the 4 digit User Code (for RS-232 controlled panels always use 4-digit arm/disarm codes.).

You can use the PC to request the arming status of the system by sending an Arming Status Request. The Panel will respond with an Arming Status Report.

Arm to Away

0EaaDDDDDD00CC(CR-LF)

Example: User 2, User Code 2345, sending Arm to Away: 

0Eaa0223450039(CR-LF).

Arm to Home (Stay)

0EahDDDDDD00CC(CR-LF)

Example: User 3, User Code 7898, sending Arm to Away: 

0Eah037898001F(CR-LF).

Disarm

0EadDDDDDD00CC(CR-LF)

Example: User 1, User Code 1000, sending Disarm: 

0Ead0110000044(CR-LF)

Arming Status Request

08as0064(CR-LF)

The panel responds to this message with an Arming Status Report.

Arming Status Report

10ASDDDDDDDD00CC(CR-LF)

The panel sends this message in response to a Status Request

The 8-character data field represents the arming status of partitions 1-8. Each partition field can contain one of the following values:

A Armed to Away

H Armed to Home

D Disarmed

If partitioning is not used or not available, all 8 data fields will contain the same value. Fields for partitions not assigned to a User will display ‘D.’

Example: With 6 partitions assigned, partitions 1-4 Armed to Home, partitions 5-6 not assigned, and partitions 7-8 Armed to Away, the message is

10ASHHHHDDAA0081(CR-LF)

Zone Status Messages

You can use your PC to query the panel concerning the status (open, closed, trouble, alarm, bypassed) of all zones, and to request the partition assignment of all zones. The panel will respond with a Zone Status or Zone Partition Status message for all 96 zones. In addition, the panel can be programmed to send System Notification Messages concerning zone status. (See Notification Messages, below.)

Zone Status Request

08zs004B(CR-LF)

The panel responds with a Zone Status Report.

Note: This message should be sent only when an initial connection is made with the panel. It is not intended to be used as a ‘polling’ command. The panel can be programmed to send System Notification Messages concerning zone status.

Zone Status Report

68ZSD...00CC(CR-LF)

The panel sends this message in response to a Zone Status Request.

The data portion of this message is 96 characters long, one character for each zone in order. Each character is the sum of all applicable status values, expressed in hexadecimal using ASCII characters 0-9 and A-F.

	Status
	Values

	0
	Closed

	1
	Open

	2
	Trouble

	4
	Alarm

	8
	Bypassed


Example: a Zone Status Report for a system in which Zone 1 is Open, Zone 2 is Open, in Trouble, and Bypassed, and the rest Closed, would begin 68ZS1B00…

Zone Partition Request

08zp004E(CR-LF)

Panel responds with a Zone Partition Report

Zone Partition Report

68ZPD...00CC(CR-LF)

The panel sends this message in response to a Zone Partition Request.

The data portion of this message is 96 characters long, one character for each zone in order. The value will be from 0-8, with 0 meaning no partition assignment.

Example: a Zone Partition Report for a system in which Zone 1 is assigned to Partition 2. Zone 2 is assigned to no partition, and Zone 3 is assigned to Partition 8, would begin68ZP208…

Control Channel (Relay, X-10) Messages

You can use your PC to send an on or off command to a control channel. The control

channel programming determines which outputs are controlled and what action occurs.

The data portion of the channel on and off commands is a 2-digit, 1-referenced decimal

number corresponding to the number of the desired control channel

You can also query the panel concerning control channel status with a Control Channel

Status Request. The panel will respond with a Control Channel Status Report.

Control Channel On

0AcnDD00CC(CR-LF)

Control Channel Off

0AcfDD00CC(CR-LF)

Example: turn on Control Channel 1: 

0Acf0105(CR-LF)

Control Channel Status Request

08cs0062(CR-LF)

The panel will respond with a Control Channel Status Report for all 96 control channels.

Control Channel Status Report

40CSD...00CC(CR-LF)

The panel sends this message in response to a Control Channel Status Request.

The data portion of this message is 96 characters long, one character for each control channel in order. The value will be U (Unprogrammed), 0 (Off), or 1 (On).

Example: With control channel 1 Off, channel 2 On, channel 3 Unprogrammed, and channel 4 Off, the message would begin 40CS01U0….
Notification Messages

The panel can be programmed to send notification messages through the RS-232 port when certain events occur.

System Event Notifications

14NQDDDDDDDDDDDD00CC(CR-LF)

The 12-character data field of this message is divided into six 2-character sub-fields:

TT Event Type 0x00 – 0x30 (see table below.)

ZZ Zone or User Number 00 – 95 (0 –referenced: Zone or User1 is 00)

MM Minutes 00 - 59

HH Hours 00 – 23

DD Day 01 - 31

XX Month 01 - 12

System Notification Messages are reported in real time. Data in the TT position will be one of the reports in the following table.

Example: Zone 14 Open at 10:23 AM on February 21 is 

14NQ2B14231021020038

System Notification Report Types (TT)

	Code
	Type
	Code
	Type
	Code
	Type

	00
	Exterior Instant
	11
	Zone Trouble
	22
	Zone Unbypass

	01
	Exterior Delay 1
	12
	Zone Trouble Restore
	23
	Day Zone Trouble

	02
	Exterior Delay 2
	13
	Not Used
	24
	Day Zone Trouble Restore

	03
	Interior Instant
	14
	Not Used
	25
	Not Used

	04
	Interior Delay 1
	15
	Not Used
	26
	Program Mode Entered

	05
	Interior Delay 2
	16
	Disarm
	27
	Fail To Disarm

	06
	Fire
	17
	Disarm After Activation
	28
	Fail To Arm

	07
	Panic
	18
	Arm
	29
	Not Used

	08
	Silent
	19
	Arm with zones open
	2A
	Not Used

	09
	Emergency
	1A
	Control Low Battery
	2B
	Zone Open

	0A
	Follower
	1B
	Control Low Battery Restore
	2C
	Zone Restore (Closed)

	0B
	Aux. Type 1 or 2
	1C
	AC Fail
	2D
	Zone Tamper

	0C
	Duress
	1D
	AC Restore
	2E
	Zone Tamper Restore

	0D
	Duress not Armed
	1E
	User Communicator Test
	2F
	Radio Fail

	0E
	Zone Restore after Activation
	1F
	Auto Communicator Test
	30
	Radio restore

	0F
	Transmitter Low Battery
	20
	Cancel Alert
	
	

	10
	Transmitter Low Battery Restore
	21
	Zone Bypass
	
	








































































































